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-Nishant Grover

In real world, a piece of cheese
is used to lurk mouse to trap
and thus this greed takes his
life. The digital world is more
dangerous, although it will not
harm you physically but it can
rob your personal data from
the air you are breathing
while you are busy checking
your emails and messages.
Most of the people when see an
icon of free/open Wi-Fi on
laptop and smartphones, tend
to connect it and surf internet
and when they does, the data
from devices travel through
air without any security of
encryption, that means it is
readable to anyone who can
read the packet. Normally,
only the gateway (modem)
read your packet, but what if
someone else 1s also hearing?
In less than 5 minutes, you
can lose your social
networking identity, in 10
minutes you might lose your
banking account details,
worse will happen when same
password is used for multiple
accounts.

There are 3 ways a hacker
exploits public Wi-Fi hotspot.
The first method is Man in
the middle attack, hacker
injects himself between two
computers. Let’s say your
computer and a shopping
website on which you are
placing your order. He can
intercept and modify the
communication packets, and

thus can acquire your banking
details or personal details.

Second method is through
Rogue Wi-Fi network. A
hacker sets up fake networks
that masquerade as legitimate
networks to steal information
from unsuspecting users who
connect to it. This can easily
be done through a laptop or a
mobile device. The third
method is Packet sniffing. A
hacker downloads ready to use
software which allows him to
intercept any information sent
over unsecured Wi-Fi. Every
year..6. . Billion _accounts
details are leaked globally,
only 5% of internet users
are aware of risks of public
Wi-Fi.

There are number of methods
a user can deploy to protect its
data even in open Wi-Fi
hotspots. The first and easiest
method is not to favor open
Wi-Fi over secured home and
office network. If you see
multiple Wi-Fi with similar
name, do confirm the actual
Wi-Fi network name with
business owner. Also, deploy
anti-virus and firewall to
prevent unauthorized access
to your machine preventing
anyone accessing your hard
disk. Many websites provide
two factor authentication for
accounts, so even if your login
credentials are leaked, hacker
still won’t be able to access
account. When visiting
websites, only visit those who
provide https protocol, https
allow you to encrypt data

Q.1.Which industry
most data breaches?

when it 1s being transferred
from your browser thus
making it unreadable for any
party sitting in middle. Other
way to encrypt your data is
using VPN, Virtual Private
Network allows you to encrypt
your data, and it also hides
your address and provides you
a new IP address. If you use
public  Wi-Fi  connections
regularly, you may want to
invest in a VPN. As a bonus, a
VPN will allow you to bypass
any filtering and website-
blocking in place of the public
Wi-Fi network, allowing you
to.browse whatever you want.
Do note, secured Wi-Fi (the
one with passwords) provide
built in encryption of data, so
feel free to connect to them if
you know the password.

India’s top 8 cities will soon be
availing free Wi-Fi hotspots at
public places, with unaware
public, the amount of
information leaked to dark
world of internet will be
unthinkable. Hopefully
readers of this article will
think twice before connecting
to unsecure Wi-Fi hotspots
until then stay secure, stay
protected and don’t be a
mouse!
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Scan your PC/desktop system with free anti-virus removal tools.
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http://www.cert-in.org.in/

List of data breaches and
cyber-attacks in August

-Sumeet Mangal

Below is the list of Cyber-attacks and data
Breaches took place in August, 2014. It doesn’t
surprise me that it’s getting worse each month,
though: after all, cyber threats are always
increasing. Be sure to share this list with your
friends and colleagues. Cyber threats will only
decrease once the majority of people are aware
of how serious they are and start taking action.

Data Breaches

Records of 25,000 Homeland Security
Employees Stolen in Cyber Attack

Over 50 UPS franchises hit by data
breach

4.5 Million Records
Health Giant
Supervalu supermarket chain
investigating Albertson’s stores hacked
for credit card data breach

Goodwill and FBI Investigate Possible
Security Breach

Kim and his 2 billion won: Massive data
breach affects half of South Korean
citizens

Russian hackers steal 4.5 billion records
Hackers Steal Passwords of Meet Me
Social Network Users

Chinese Hackers Allegedly Steal 4.5
Million Patient Records
Jersey City Medical
Medicaid patient breach
Florida bank notifies roughly 72,500
customers of breach

Insider breach at Las Vegas brain and
spine surgery center

Stolen from US

Center reports

Los Angeles-based health system
breached; more than 500 patients
affected

Subcontractor breach impacts more than
60K Tennessee workers

East Midlands Ambulance
patient records disk ‘missing’

Service

Payment Information

POS malware infections at two OTTO
pizzeria locations in Maine

Payment cards wused on Wireless
Emporium website compromised by
malware

Albertson’s stores hacked for credit card
data

Black Market Cannabis Road Hacked,
$100,000 in Bit coin Lost

FBI Probes Possible Hacking Incident at
J.P. Morgan

Social Media

Microsoft and Sony’s Twitch Accounts
Were Hacked And Vandalized

Russian PM’s Twitter hacked, posting ‘I
resign’

DDoS

Massive 300Gbps DDoS attack on media
firm fuelled by unpatched server flaw
Twitch hit with DDOS attack

Sony suffer DDoS attack and threat
forces executives’ flight to make
unscheduled landing

Teenager hacked into Metropolitan
Police’s computer — causing force’s
website to crash

Other

Saudi TV website hacked by Libyan
Norwegian oil industry under attack by
hackers

Android apps riddled with security
vulnerabilities

US Cyber Crime Goes Nuclear: NRC
Computers Hacked THREE Times

Ferguson police officers computers
hacked, FBI investigating.

Disclaimer: - This is not purely my
work, thanks for other web pages for
helping providing these information’s
on regular basis.
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http://www.insaindia.org/
http://www.wikipedia.org/
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http://www.policeuniversity.ac.in/
http://www.policeuniversity.ac.in/

